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NHCcTpYKUMA no HacTpouke OC aonsa paboTol €
npunoxeuuamm NC HITY B bopmaTte
RemoteApp

Cnncok cucTemMHbix TpeboBaHui ykasaH B MpunoxeHun Nel, 6e3 cobnofieHns aaHHbIX TPeboBaHMIA 1
peKoMeHaLuii KoppeKTHasa paboTa NPUNOXKEHU He FrapaHTMPOBaHa.

Pecypcbl ¢ HeobxogmmbiM MO:

e [Tognepxka npotokona DTLS ons Windows 7 SP1 (KB 2574819)
http://support.microsoft.com/kb/2574819

e KNIMeHT yaaneHHoro TepMunHansHoro goctyna Remote Desktop Client (RDC) ons Windows 7
SP1 (KB2592687) http://support.microsoft.com/kb/2592687

e ObHoBNeHne RDC ons KoppekTHOM paboTbl C MOAaIbHbIMKM OKHaMu B RemoteApp ana Windows
7 SP1 (KB2862019) http://support.microsoft.com/kb/2862019

e NakeT .NET Framework 4.5.1 (KB2858728) nnn HoBeehttp://support.microsoft.com/kb/2858728

e [IporpammHoe obecneyeHne Cortado ThinPrint 10
https://store.nstu.ru/public.php?service=files&t=dc5a33fb52f69f4531eca3bd82bb2769

O6bHoBneHme besonacHocTy npoTokona CredSSP:

e Windows 7 / Windows Server 2008 R2 — KB4103718

e Windows 8.1 / Windows Server 2012 R2 — KB4103725
¢ Windows Server 2016 — KB4103723

e Windows 10 **1803 **— KB4103721

e Windows 10 **1709 **— KB4103727

e Windows 10 **¥1703 **— KB4103731

e Windows 10 **1609 **— KB4103723

Hactpouka MK gnsa padbotbl ¢ npunoxxeiuem UC HITY B
dopmaTe Remote App

1. HacTpoka MeXceTeBOoro 3KpaHa

PaspewnTb Ha MEXXCETEBOM 3KPaHe Ballero noapasaeneHns NCXoaalme cCoenHeHNs K XoCTy
rds.ciu.nstu.ru Ha ceTeson nopt HTTPS (TCP:443), a Takxe UDP:3391.

Mpumep ons MexxcetTeoro 3kpaHa Linux (iptables):

# iptables -A FORWARD -p tcp —d rds.ciu.nstu.ru —dport 443 -j ACCEPT
# iptables -A FORWARD -p udp —d rds.ciu.nstu.ru —dport 3391 -j ACCEPT
# iptables -A FORWARD —state RELATED,ESTABLISHED —s rds.ciu.nstu.ru -j
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ACCEPT

Mpumep ons mexxceteoro 3kpaHa Windows 2008 R2 (Advanced Security Firewall):

netsh advfirewall firewall add rule name="Allow RDS (HTTPS-in)" dir=in
action=allow enable=yes protocol=tcp remoteip=217.71.131.244 remoteport=443
netsh advfirewall firewall add rule name="Allow RDS (HTTPS-out)" dir=out
action=allow enable=yes protocol=tcp remoteip=217.71.131.244 remoteport=443
netsh advfirewall firewall add rule name="Allow RDS (RDP-in)" dir=in
action=allow enable=yes protocol=udp remoteip=217.71.131.244 remoteport=3391
netsh advfirewall firewall add rule name="Allow RDS (RDP-out)" dir=out
action=allow enable=yes protocol=udp remoteip=217.71.131.244 remoteport=3391

2. HacTpo#ka npokcu cepBsepa

Ecam pna poctyna B MHTEPHET UCNOJIb3YeTCA NPOKCU-CepBep, TO BNMLWINTE UCK/OYEHMEe 419 agpeca
rds.ciu.nstu.ru.

Ons sToro 3angute «MaHenb ynpaBneHnsa » — «CBoUcTBa bpaysepa » — «[logK/M04eHHUs ».
MNepengnte B «<HacTpouka cetn » — «JJONOJIHUTENBbHO ». BNULWINTE UCKJIIDYEHNE NCMOb3YS B

u,n

Ka4yecCTBe pa3gennTtensa -, .
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3. YcTaHoBKa cepTudMKaTOB O@30nacHOCTM ANA A0CTyNa K NPUJIOXKEHUAM
RemoteApp

1. 3arpy3uTe ABa cepTud)uKaTa U3 UEHTPAaJNIbHOIo XxpaHuaunuia no CCbhlJikaM:

CepTudmkaTt KopHeBoro ueHTpa ceptudukaumnm (NSTU CORP Root Certification Authority):
corp.nstu.ru_RootCA.crt

CepTudumkaT NOAYMHEHHOrO BbiNUCbIBatoWwero ueHTpa ceptudukaumm (NSTU CORP SubCA SHA256):
corp.nstu.ru_SubCA.crt

2. AMnopTupymnTte ceptudmMKaTbl B XpaHUJIULLE JIOKAJILHOIO KOMMnbloTepa. OTKpouTte
KoMaHAHylo cTpoky Windows (cmd) ot uMeHn AgMUHUCTpPaTOpa, NpeMauTe B KaTtanor
3arpy>xeHHbiMu pannammu cepTUPUKaATOB U BbINOJIHUTE CNeAyioLWne KOMaHabl:
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> certutil.exe -addstore Root corp.nstu.ru RootCA.crt
> certutil.exe -addstore CA corp.nstu.ru SubCA.crt

4. 3anyck TepMuHanbHbiX npunoxxeHun UC HITY yepes noanucKy Ha
npuno>xxeHua RemoteApp

1. BbinonHUTE noanucky ans npunoxexnun NC HITY.

Ons sToro 3angute B «MaHenb ynpaBnaeHusa» (nepekntoynte [1pocmMoTp: KpyrHble 3Ha4Yku) —
«MopgKno4yeHUs K ygasieHHbIM paboyum ctonam u npunoxxeiuam RemoteApp» 1 cozpante
HoBoe noakstdeHne no URL agpecy: https://rds.ciu.nstu.ru/rdweb/feed
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0N9 NOAKNOYEHNA NCNOb3YNTE AOMEHHYIO YYETHYIO 3annch (Mosb30BaTe b @corp.nstu.ru).

Besonackwoct b Windows x|

Beegure yYyeTHblE OaHHble
BeeawTe MMA NONBE30EATENA M NapoNs ANA NogknoYdeHHa K MC HITY

| HDHHDEETEnb@CDFFI.HStLI.FLI |

HomMeH: corp.nstu.ru

0K OTMEHE

Bce pocTynHble ons TekyLlero nosb3oBaTesia MOXHO 3anyCcTuTb Yyepes «Myck» — «Bce
nporpamMmmbl» — «[loAKNIO4YEHUSA K yaaneHHbIM paboyuM cTonam U NPUNOKEHUAM
RemoteApp» — «<UIC HITY».
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2. Mepengnte B MeHI0 «Myck» — «Bce nporpaMmbl» — «MOAKMOYEHNSA K YAANEHHbIM paboymm
cToJIaM 1 npunoxeHnam RemoteApp» — «AC HI'TY».
3. 3anycTuTe ApJiblK «3arpysKa npusodKeHun».

, MoaknoYeHUA K YASNEHHEIM PEBoYMM CTONEM M NpKNo YTpoiicTEa M NpMHTEDG!
;) MCHITY

Y o TR
y Sarpyska npunoseHnd (MC HITY) MporpamMMe! Mo YMOMYaHAD

CrpaBka W NoAAepHKE
1 Hazan
I HaiiTi mporpaMMel W akinkel [_*] 3aBepleHe paboTel | bl
[ nyex

5. HacTporkKa cucteMmbl neyatu

Ina KoppekTHoM paboTbl NeYaTn U3 yaaneHHbIX NpuioXXeHnin RemoteApp Ha NepcoHanbHbIN
KOMMbOTEP HEODBX0ANMO YCTaHOBUTbL KNnMeHT Cortado ThinPrint 10.

6. PaboTa B TepMuHanbHOM npuno>xxeHun UC HITY

1. Mocne 3anycka «3arpyska NpuaoXXeHunn» B okHe «RemoteApp» HaxxmuTe «MOAKIYNTL», YTOOBI
BbIMNOJIHATbL BXOZ B TEPMUHANBHOE NMPUIOXKEHME 3arpy3ymKka. g ayTeHTUUKaLmMm NCnosib3ynTte
[OMEHHYI0 YYETHYI0 3annch (nosb3oBaTesib @corp.nstu.ru):
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E_E' RemateApp
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FARENEH

‘,_. Hanarens: RD-Brokar com rshy ry
& T Mparpaseda yoanerore npunaxessan RemobeApp
Tyme: loader
Feag: Sarpyaca NEHNoe sl
Yaneso koerorep:  RO-BROKER CORPNSTURU
Cepmap wrecaa: s, ciu nastu

l_ Eammmmmvwmmmmammmm
go— e |

2. JoxanTecb NOOKNYEHNS, B OKHE «3arpy3ska npunoxenun NC HITY» BbibepnTe 13 cnucka
LOCTYMHbIX BaM MPUA0XKeHNN Heo6X04MMOe 1 LLENKHUTE Ha HEM ABaXKAbl.
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) Jarpyska npuaoxeHnid MC HITY I;li-

MpunoseHua Hampuﬁ&u] MpoTokon Sarpgswl AKTHEHEIE cech:m]
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HaszeaHue P abin
(JIMCHITY A, exe

3arpyzka oKoHYEHS

NMpunoxeHue Nel. TpeboBaHusa K
nporpaMMHoO-annapaTHOM 4YacTu Ansa Aocrtyna
K npunoXxeHuam UC HI'TY

TpeboBaHuA K annapaTHOM 4YaCcTM KOMNbloTepa ANA paboTtsl €
UC HITY

MUHMMasIbHbIE CUCTEMHbIE TpeboBaHMs Ans paboTbl onepaunoHHol cucTemMsl Microsoft Windows 7:

e 32-pa3pagHbin (x86) nnm 64-pa3paaHeii (x64) npoueccop C TakToBoOW YacToTon 1 Mvrarepu,
(FTy) nnn BbIWwe;

1 TwrabanT (I'b) (ana 32-pa3psaaHon cuctemsl) unm 2 I'b (ona 64-pa3psagHon CUCTEMBI)
onepatusHom namaTtm (03Y);

16 M'vrabanT (I'b) (ona 32-pa3spspHon cuctemsl) nam 20 I (ana 64-pa3psLHON CUCTEMbI)
NPOCTPAHCTBa Ha XXeCTKOM AUCKE;

rpamyecknin agantep (BugeokapTa) ¢ nogaepxkon DirectX 9 (cuctemHble TpebosaHus OC);
ceteson agantep 100 nam 1000 M6/c.

TpeboBaHusA K NPOrpaMMHOM 4acTU KOMMNbloTepa Ana padbotol
c UICHITY

TexHM4yeCcKoMy cneunanucTy nogpasaeneHms HeobxoanumMo yCTaHOBUTb U CKOHUIypMpoBaTb
paboyne mecta C HI'TY B cCOOTBETCTBUW CMUCKY MUHUMabHOrO M0:

e onepaunoHHaa cuctema (OC) Microsoft Windows 7 SP1, Windows 8.1, Windows 10 nan Windows
11(6e3 rapaHTum nonHon pabotocnocobHoCTK);

* HaJnyne yCTaHOBJIEHHbIX HEOOXOAUMBIX APaNBEPOB A9 KOPPEKTHOM paboTbl ONepaLMoHHON
CUCTEMbI (CMCTEMHAA NnaTa, YUNCeT, rpadunyecknin agantep, ceTeson agantep, MY,
NPUHTEPLI, MpoYasn nepudepns);

e nporpamMmmHoe obecneyeHune .NET Framework 3.5 ¢ nakeTom o6bHoBeHMA SP1 nnu Bbille;

* KJIMEHT yaaneHHoro TepMmHanbHoro goctyna Remote Desktop Client (RDC) Bepcuun He Huxe 8
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(KB2574819, KB2592687);

e 00HOBNEHNSA KJINEHTa yAaNleHHOro TepMuHanbHoro goctyna RDC KB2830477 n KB2862019;

e aHTuBMpycHoe MO Kaspersky Endpoint Security 12, nogknto4eHHoe K 06LweyHNBEPCUTETCKOMY
cepBepy aAMUHUCTPUPOBAHNS C aKTyaslbHbIMU aHTUBUPYCHbIMY Ba3amu;

e [IporpamMMHoe obecneyeHme ons nevyaTn M3 TepMuHanbHbIX NpunoxeHun Cortado ThinPrint 10
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