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Cuctema 1C: duHaHcoBOe NJjIaHUPOBaAHUE U
bry

lc@corp.nstu.ru - TexHU4yeckas NoagepKka
®ann nogknaoyeHns 1C
NHCTpyKUMs no nogknoyeHuto n paboTte ¢ cucrtemon

Cneumnannctamm OO0 «bnsHec Cuctembl» NOArOTOBIEHO PYKOBOACTBO NOJIb30BATESISI KOMMIEKCHOW
CUCTEMbI (PUHAHCOBO-X03ANCTBEHHOM AeATeNbHOCTU. OTBETCTBEHHbLIM COTPYyAHMKaM oT PO,
nonb3oBaTensiMm «1C. ®HaHCOBOE MJIAaHMPOBAHME» PEKOMEHOYETCA 03HAKOMUTLCA C Nogpa3aenamu
3.1.2 3aaBKK Ha 3akynky, 3.3.3 lNnaHnposaHue u 3.4.1 dakTu4yeckne gaHHble. JoKyMeHT
PacnoJiIoXKeH B KaTanore «3akKynku ToBapoB paboTt n ycnyr. ®PuHaHCOBOE NaHUPOBaHME» rNaBHOMN
CTpaHuLUbl BUHANOTEKN HOPMATUBHbLIX JOKYMEHTOB

NMopokniwoyeHue K cucteme 1C B HITY

1. CoxpaHuTb NpuaoxeHHbin RDP cainn (1C-®MN-6I'Y.RDP)
2. 3anyCTUTb ero ABOWHbLIM LENYKOM 1 B MOABMBLLUEMCSH OKHE HaXaTb «[MOAKIYNTb»

S MoaknoueHne K yaaneHHOMy pabouemy ctony “

kr He yaaetca onpeaemnis Msgarens 3Toro yaaneHHoro nomcmovermn . B
# /) ¥DTWTE YCTEHOEMTL NOMKMIOYEHWE HECMOTPR Ha 5T07

1o YoaneHHoE NOOKMOYEHNE MOXET HBHECTH BPEL NOKAMHOMY MM YISNEHHOMY KOMNLIOTEDY .
He nogrniosaiTecs, SCMM MCTONHMK [EHHOMD NOMKN4EHWR HEMSBECTEH WK OHO HE
WCNONE30B83N0CE PaHES.

._ WMznatens: HeussecTHESA MsaaTens
o ol
L Tun: Moaxkmousside K yaanesHomMy pabouemy cTony
VYoanexHsa komneoTep:  ciubuh(l com nstur

Cepeep wnwosa: rds.ciunstuu

|_ Bonse He BEIB0EATE 33NPOC O NOMKMOYEHWAX K 3TOMY KOMMBOTEDY

* [lowaszam nogpofHocm MNom oy Ts

3. Mpn NOAKOYEHUM NCMOSIb30BaTb AaHHbIe OT efnHomn yquH0|7| 3anucy (NornHel BUAa
d)aMunml@corp.nstu.ru, JIOTMH 1 NapoJib OT KOpI'IOpaTVIBHOIh MOYTbI, INYHOrO KabnHeTa)
Ecnn nonbiTka NOAKIOYEHNA 3aBepLUniaCb Heyga4yHo, TO CUCTEMHOMY aAMUHUCTPaTOPY
noapasgeneHuna HeobX0AMMO BbIMOJIHUTL HaCTpOI7IKy Ol'lepaLl,I/IOHHOI7I CNCTEMbI B COOTBETCTBUN
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C UHCTpyKLUMen (cMm. cTp. 2)

4. Ha paboyem cTone 3anyckaem «1C: Mpennpuatue». B nosiBnslIeMcs okHe BbibrpaeM
NHPOPMaLNOHHYI0 6a3y «@uHaHCOBOE M1aHNpPoBaHNE» U «byxrantepus rocy4apCTBEHHOMO
yupexaeHus». BeilbpaeM n3 cnmcka gammnamnio nonb3osaTesns U BBOAUM MpefoCTaBNeHHbIN
BaMm Ha obyyeHune naponb (IMbo Naposib, KOTOPLIN Bbl caMoCcToATENIbHO U3MeHWKn). B cnyvae
ec/n cucTeMa NPOCUT N3MEHUTb Naposib, HE0BXO0AUMO BbINOJIHUTL 3TY NpoLEaypy.

5. JanbHenwas pabota B Cucteme (hHaHCOBOr0 NMJaHMPOBaHUA onncaHa B MeToamnm4yeckmx
pekomMeHgaumax.

6. B cnyyae Bo3HMKHOBeHMSA NpobnemM C NOAKIYEeHNEM 1 AanbHenwen paboTel B cucteme, a
TakXXe npu yTepe IorMHa Wiam napossa ot cuctembl 1C, npocum obpallaTbCa No 31eKTPOHHOM
noyte lc@corp.nstu.ru.

Ecnn B TeyeHne oaHoOro Yaca Bamum He 66110 BbINOSHEHO HYM 0AHOr0 AencTema B 1C, ceaHC paboTbl
aBTOMaTUYeCKM npekpaLaeTcs. Bce He coxpaHeHHble AaHHble byayT noTepsHbl. MoTpebyeTcs
NOBTOPHOE MOAKYEHME NO BblleyKa3aHHOW npoueaype v NOBTOPHLIN BBOA, AaHHbIX.

HacTtpouka NK ana padotbl ¢ 1C

1. HacTpoka MeXceTeBOro 3KpaHa

PaspewnTb Ha MEXXCETEBOM 3KpaHe Ballero noapa3aeneHns NCXoAaLine COeANHEHNS K XOCTY
rds.ciu.nstu.ru Ha ceTeson nopt HTTPS (TCP:443), a Takxxe UDP:3391.

Mpumep ons Mexxceteoro 3kpaHa Linux (iptables):

# iptables -A FORWARD -p tcp —d rds.ciu.nstu.ru —dport 443 -j ACCEPT
# iptables -A FORWARD -p udp —d rds.ciu.nstu.ru —dport 3391 -j ACCEPT
# iptables -A FORWARD —state RELATED,ESTABLISHED —s rds.ciu.nstu.ru -j
ACCEPT

Mpumep onsa mexceteBoro akpaHa Windows 2008 R2 (Advanced Security Firewall):

netsh advfirewall firewall add rule name="Allow RDS (HTTPS-in)" dir=in
action=allow enable=yes protocol=tcp remoteip=217.71.131.244 remoteport=443
netsh advfirewall firewall add rule name="Allow RDS (HTTPS-out)" dir=out
action=allow enable=yes protocol=tcp remoteip=217.71.131.244 remoteport=443
netsh advfirewall firewall add rule name="Allow RDS (RDP-in)" dir=in
action=allow enable=yes protocol=udp remoteip=217.71.131.244 remoteport=3391
netsh advfirewall firewall add rule name="Allow RDS (RDP-out)" dir=out
action=allow enable=yes protocol=udp remoteip=217.71.131.244 remoteport=3391

2. HacTpomrKa npoKcu cepsepa

Ecnm ona [octyna B UHTEPHET UCNOoNb3yeTCsa NPOKCK-cepBep (B NMPOTUBHOM CJiyHae He HYXKXHO
HW4YEero genathb, NepexognTe K NMNyHKTY 3), TO BNULWNTE UCKOYEHNE NS allpecCa rds.ciu.nstu.ru.
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Ins atoro 3angute «MaHenb ynpaBneums » — «CBoWcTBa bpaysepa » — «IMoaKA04YeHUs ».
Nepenaute B «<HacTpoika ceTu » — «[JONOHUTENIbHO ». Bnnwnte NCKNOYEHNE UCMONb3YS B

u,.n

KayecCTBe pas3genntensa -, .
% CeoiicTEa: MHTEpHET 2| x|
. Ohwme . BRaRaEHaER ] KotduasHuHansHOCTE
q@ ANA ¥ETAHOBKH NOAKMHMEHHA KOMMEKOTEDS  YCTaHOSHTL |

1 MHTERHETY WENKHHTE 3Ty KHOMKY.

HacTpoiika KOomMmy THRYEMOr D COEBAHHEHMA M BMDTYANEHEX

YaCTHE CeTer
Aobasue... | ﬁ NaparMeTpbl NpOKCY-CEPBEpPa E
AobaeuTs YPH... | —Cepeepsl

!_ Trn Aapec npoKcH-cepEEpa MopT
\* %
. - 1. HTTP: I adm.nstu.ru 3 I 030
LLenkHTe KHoMky "HacTpoika” AnA HAoT poFKk
MPOKCH-CEPEERa ANA 3TOMD MO K THIYEHHA, 2.5 . I T : I a0an
3. FTP: | adm.nsku.ru : |SUBD
4, Socks: I 3 I

W OanH Npoko-CEpEER ANA BCEX NPOTOKONCE

Hac Tpofika NapaMeTPOE NOKANEHON CETH
MNapaMeTpel NOKaNEHOHA CETH HE NPHMEHAKITCA Bactposika cetm
ANA NOAENHCHEHHA ¥ AANEHHOMD A0CTYNE. Ana —MocmoueHna

HACTPOFEM KOMMY THPYEMOMD COE AHHEHHA
| = He HONONEZ0EATE NPOKCH-CEPEER ANA SAPECOE,

g HacTpo«k:
Pacnono¥eHHYH Bhille. d NapamMeTpo \'

Hnonb306ats
r sl Ly Ok, I OTHEHE |

~ MNons308aTh NPOKH-CEREED ANA NOKANEHER NOAKNHYEHHA (He
NDMMEHASTCA ANA KOMMy THDYEMbD: Mk YPRH-NoAKnueHniA),

3. YcTaHoBKa cepTudmkaToB besonacHocTu ansa poctyna K 1C
1. 3arpy3uTte gBa cepTudMKaTa U3 LLEHTPAJIbHOIO XPaHUJIMLLLA NO CCbIJIKaM:

Ceptudukat KopHeBoro ueHTpa cepTudukauum (NSTU CORP Root Certification Authority):
corp.nstu.ru_RootCA.crt

CepTudumkaT NOAYMHEHHOI O BbINUCHIBatOLWLEro LeHTpa cepTudukauunm (NSTU CORP SubCA SHA256):
corp.nstu.ru_SubCA.crt

2. UMmnoptupynTe ceptudmnkaTbl B XpaHUIMLLE JIOKAJIbHOIO KOMNbloTepa. OTKpouTe
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KoMaHAHY10 cTpoky Windows (cmd) ot uMeHn AgMUHUCTpaTOpa, NpenauTe B KaTanor ¢
3arpy>xeHHbiMu pannammu cepTUPUKaATOB U BbINOJSIHUTE CNeAyIoLW e KOMaHabl:

> certutil.exe -addstore Root corp.nstu.ru RootCA.crt
> certutil.exe -addstore CA corp.nstu.ru SubCA.crt
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