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Cuctema 1C: ®uHaHCOBOE NJIaHUPOBaHUE U
bry

lc@corp.nstu.ru - TexHM4Yeckaa nogoep>xka
®ann nogknatoveHms 1C
NHCTpyKuMs no nogknoveHuto n paboTte ¢ cucrtemon

=

Cneumnannctamm OO0 «bnsHec Cuctembl» NOArOTOBIEHO PYKOBOACTBO NOJIb30BATESISI KOMMIEKCHOW
CUCTEMbl (PUHAHCOBO-X03NCTBEHHON AeATENbHOCTU. OTBETCTBEHHBLIM COTPYAHMKaM oT OO,
nonb3oBaTtensm «1C. ®UHaAHCOBOE MNNaHMPOBaHME» PEKOMEHAYETCA 03HAaKOMUTLCS C NoApa3aesiamu
3.1.2 3aaBKW Ha 3akynky, 3.3.3 lNnaHnposaHue u 3.4.1 PakTu4yeckne gaHHble. JoKyMeHT
PacnoJIoXKEeH B KaTanore «3akKynku ToBapoB paboT n ycnyr. ®PuHaHCOBOE NiaHUPOBaHME» rNaBHOMN
CTpaHuLUbl BUHBANOTEKN HOPMATUBHbLIX JOKYMEHTOB

NMopkniwoyeHue K cucteme 1C B HITY

1. CoxpaHuTb NpuaoxeHHblin RDP cainn (1C-HI'TY.RDP)
2. 3anyCTUTb ero ABOWHbLIM LENYKOM 1 B MOABMBLLUEMCSH OKHE HaXaTb «MMOAKIYNTb»

T MoaknouerHne K yaaneHHoOMy pabouemy ctony “

kr He ynaertca onpeaenits MSOATENR 3TOMD YAANEHHON D Nomcmovetmn . Bol
_*/ XDTATE YCTAHOEMTE NOMKNIOYEHME HECMOTPRA Ha 3107

310 YoaneHHoe NoOKMOYEHNE MOXET HBHECTH BPEL NOKAMLHOMY MMM YISNSHHOMY KOMNLIOTEDY .
He nomcniosaifiTecs, SCNM MCTONHMK J3HHOMD NOSKNKSEHWR HEMIBECTEH UM OHO HE
WCNONEZ0B3N0CE PaHeS.

._ Mzpatens: HeuzsecTHLES MzgaTens
o 0
£ Tun: Moaxmouessie K yoaneHHoMy padouemy cTony
YaanenHbit komnesoTep:  ciubuh0l comnstumn

Cepeep wmosa: rds.ciunstuu
[ ] Bomsie He BeIBOMMTL 33NPOC O NOBKNIOSEHIRX K ITOMY KOMMbIOTER)

* [losasam nogpofHoc [Nomc oy s

3. Mpwn NOAKYEHUN UCNOMIb30BaTh JaHHbIE OT eANHON YY4EeTHOW 3anncu (nornHbl Buaa
damunua@corp.nstu.ru, 10rvH 1 Napoab OT KOPNOPATUBHOM NOYTHI, IMYHOro KabrHeTa)
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Ecnm nonbITKa NOAKJIOYEHMS 3aBepLUMIaCh HEeYAa4yHOo, TO CUCTEMHOMY aAMUHUCTPATopPy
nogpasgeneHns HeobxoamMMo BbINOJHUTL HACTPONKY OnepauUMoOHHON CUCTEMbI B COOTBETCTBUN
C HCTpYKUMen (cM. cTp. 2)

4. Ha paboyem cTone 3anyckaem «1C: MNpeanpuaTtme». B nossmeLuemMcs okHe «3anyck 1C:
MpeonpusaTue» Ha)xneaem KHornky «1C: Mpeanpusatue». BoibupaeM n3 cnncka amununio
nofib30BaTeNs 1 BBOAUM NpenocTaBfeHHbIN Bam Ha oby4veHmne naposb (1Mbo naposib, KOTOPbLIN
Bbl caMoCTOATENbHO N3MEHWAIN). B cyYyae ecam cucteMa NpocuT U3MEHUTL Maposib,
HeobX0AMMO BbIMONHUTL 3TY Npoueaypy.

5. OanbHenwas pabota B Cucteme hHaHCOBOIr0 NMJaHMPOBAHNA onncaHa B MeToamnyeckmx
pekoMeH4aumax.

6. B cny4yae BO3HMKHOBEHMA Npobaem C NOAKNOYEHMEM N fasibHenLwen paboThl B CUCTEME, a
Tak)Xe npu yTepe NornHa nam napons ot cuctemsl 1C, npocnm obpaliaThCa No 31EKTPOHHON
noyrte lc@corp.nstu.ru.

BHuMaHue! Ecnin B Te4eHne 0aHOro 4aca Bamu He 6b110 BbINOSIHEHO HY 0AHOrO Aenctens B 1C,
ceaHc paboTbl aBTOMaTMYECKM NpeKpaLLaeTcs. Bce He coxpaHeHHble fAaHHble ByayT noTepsHsbl.
MoTpebyeTcq NOBTOPHOE MOAKIOYEHME MO BbilLEYKa3aHHOW Npoueaype U NOBTOPHbLIN BBOA, AaHHbIX.

Hactpouka MK pna padotsl ¢ 1C

1. HacTpoka MeXceTeBOro 3KpaHa

Pa3pelunTb Ha MEXCETEBOM 3KpaHe Ballero nogpasgeneHns ncxogsline coeuHeHns K XocTy
rds.ciu.nstu.ru Ha ceTeson nopt HTTPS (TCP:443), a Takxxe UDP:3391.

MpuMep ons mexceTeBoro 3kpaHa Linux (iptables):

# iptables -A FORWARD -p tcp —d rds.ciu.nstu.ru —dport 443 -j ACCEPT
# iptables -A FORWARD -p udp —d rds.ciu.nstu.ru —dport 3391 -j ACCEPT
# iptables -A FORWARD —state RELATED,ESTABLISHED —s rds.ciu.nstu.ru -j
ACCEPT

Mpumep ons Mmexxceteroro 3kpaHa Windows 2008 R2 (Advanced Security Firewall):

netsh advfirewall firewall add rule name="Allow RDS (HTTPS-in)" dir=in
action=allow enable=yes protocol=tcp remoteip=217.71.131.244 remoteport=443
netsh advfirewall firewall add rule name="Allow RDS (HTTPS-out)" dir=out
action=allow enable=yes protocol=tcp remoteip=217.71.131.244 remoteport=443
netsh advfirewall firewall add rule name="Allow RDS (RDP-in)" dir=in
action=allow enable=yes protocol=udp remoteip=217.71.131.244 remoteport=3391
netsh advfirewall firewall add rule name="Allow RDS (RDP-out)" dir=out
action=allow enable=yes protocol=udp remoteip=217.71.131.244 remoteport=3391

2. HacTpomnka npokcu cepsepa

Ecnum onsa [oCcTyna B UHTEPHET UCMONb3YeTCs NPOKCU-CEPBEP, TO BNULLNTE UCK/OYEHME AN agpeca
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rds.ciu.nstu.ru.

Onsa atoro 3anante «MaHenb ynpaBneHus » — «CBoUCTBa bpaysepa » — «IMoAK/AOYEHUA ».
Mepenante B «<HacTponKa cetn » — «[JONOJIHUTENBbHO ». BNUWNTE NCKOYEHNE NCNONb3YA B
KayecTse pa3genutensa “;".
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3. YcTtaHoBKa cepTudukaToB OesonacHocTu ana pocryna K 1C
1. 3arpy3uTte gBa cepTudMKaTa U3 LLEHTPAJIbLHOIO XPaHUJIMLLLA NO CCbIJIKaM:

CepTudmkaTt kopHeBoro ueHTpa ceptugukaumnm (NSTU CORP Root Certification Authority):
corp.nstu.ru_RootCA.crt

CepTudukaT NOAYMHEHHOI O BbINUCHIBatOLWEro LeHTpa cepTudukauum (NSTU CORP SubCA SHA256):
corp.nstu.ru_SubCA.crt
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2. UmnopTupyute ceptucukaTtbl B XpaHUIULLLE NOKaJIbHOro KoMnbloTepa. OTKkpoute
KoMaHaHyo cTpokKy Windows (cmd) ot uMeHu AaMUHUCTpaTOpa, NpenauTe B Katanor ¢
3arpy>eHHbIMu pbannamu cepTudrKaToB U BbIMOJIHUTE CNepylolne KOMaHabl:

> certutil.exe -addstore Root corp.nstu.ru RootCA.crt
> certutil.exe -addstore CA corp.nstu.ru SubCA.crt
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