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Cuctema 1C: duHaHcoBOe NJjIaHUPOBaAHUE U
bry

lc@corp.nstu.ru - TexHU4yeckas NoagepKka
®ann nogknaoyeHns 1C
NHCTpyKUMs no nogknoyeHuto n paboTte ¢ cucrtemon

Cneumnannctamm OO0 «bnsHec Cuctembl» NOArOTOBIEHO PYKOBOACTBO NOJIb30BATESISI KOMMIEKCHOW
CUCTEMbI (PUHAHCOBO-X03ANCTBEHHOM AeATeNbHOCTU. OTBETCTBEHHbLIM COTPYyAHMKaM oT PO,
nonb3oBaTensiMm «1C. ®HaHCOBOE MJIAaHMPOBAHME» PEKOMEHOYETCA 03HAKOMUTLCA C Nogpa3aenamu
3.1.2 3aaBKK Ha 3akynky, 3.3.3 lNnaHnposaHue u 3.4.1 dakTu4yeckne gaHHble. JoKyMeHT
PacnoJiIoXKeH B KaTanore «3akKynku ToBapoB paboTt n ycnyr. ®PuHaHCOBOE NaHUPOBaHME» rNaBHOMN
CTpaHuLUbl BUHANOTEKN HOPMATUBHbLIX JOKYMEHTOB

NMopokniwoyeHue K cucteme 1C B HITY

1. CoxpaHuTb npuaoxeHHbin RDP cainn (1C-HI.RDP)
2. 3anyCTUTb ero ABOWHbLIM LENYKOM 1 B MOABMBLLUEMCSH OKHE HaXaTb «[MOAKIYNTb»

S MNMoaknoueHne K yaaneHHoMy pabouemy ctony ﬂ

k"i He ynaeTtca onpeaemnvs MSAatens 3Toro yaanedHoro nomcmosetmn. Buw
XDTHTE YCTAHDEMTh NOAKMOYEHWE HECMOTPA Ha 3To?

1o YyoaneHHoe DDDKH’H:"-IWHE MOXET HOHECTH Bpen NOKAMEHOMY MMM ,.IJ.EJ'IEI"H"IDM; FZEIMI'II:IGTEIIIJ

'He ni:nm-c,mc.uan.‘rrgﬁb BCIM MSTONHMK mERHTo nm:.-:mc-ueuwn H&*;Bec'ren Wy DHO| HE 10— " Ll
Wchons308anocs paHes. -
l d Mznatens: HeussecTHESA MSAaTeEns
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VoanexHbah KomnseoTep:  ciubuh(l comonsturnu

Cepeep wmosa: rds ciu nstun

|_ Bonsle He BEIBOBATE 3ANPOC O NODKNOSSHWR K 3TOMY KOMMEOTEDY

* [owasame nogpofHoci MNomcmowits :  Omwena

3. Mpn NOAKOYEHUM NCMOSIb30BaTb AaHHbIe OT efnHomn yquH0|7| 3anucy (NornHel BUAa
d)aMunuﬂ@corp.nstu.ru, JIOTMH 1 NapoJib OT KOpI'IOpaTVIBHOIh NOYThI, IMYHOr0 KabuHeTa)
Ecnn nonbiTka NOAKIOYEHNA 3aBepLUniaCb Heyga4yHo, TO CUCTEMHOMY aAMUHUCTPaTOPY
noapasgeneHuna Heo6Xx04UMO BbINOJHUTb HaCTpOI7IKy Ol'lepaLl,I/IOHHOI7I CNCTEMbI B COOTBETCTBUN
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C UHCTpyKLUMen (cMm. cTp. 2)

4. Ha pabo4yem cTone 3anyckaem «1C: MNpepnpuaTtme». B nossumeLluemMcs okHe «3anyck 1C:
MpeanpuaTue» Haxxusaem KHonky «1C: NMpeanpustrne». Boilbnpaem n3 cnmucka pammnanto
nosb30BaTeNs U BBOAUM NPefoCTaB/IeHHbIN Bam Ha oby4veHune naposb (nmbo naponb, KOTOPbLIN
Bbl caMoCTOATENbHO N3MeHWIN). B cilyvyae ecnm cucteMa NpocuT N3MEHUTL Maposib,
HeobXxo4UMO BbINOSIHUTL 3TY NpoLUeaypy.

5. JanbHenwas pabota B Cucteme (hHaHCOBOr0 NMJaHMPOBaHUA onncaHa B MeToamnm4yeckmx
pekomMeHgaumax.

6. B cnyvyae BO3HWKHOBEHUS Npobnem C NOAKAOYEHNEM U fanbHenwen paboTel B cucteme, a
TaKXxe npu yTepe normHa nay naponsa ot cuctemsl 1C, npocum obpallaTbCs NO 3NEKTPOHHON
noyte lc@corp.nstu.ru.

BHuMaHue! Ecin B TeyeHme ogHOro Yaca Bamu He 6b110 BbINMOJHEHO HU 0AHOrO AencTems B 1C,
ceaHc paboTbl aBTOMaTMYECKM NpeKpaLlaeTcs. Bce He coxpaHeHHble AaHHble ByayT NOTepsHbI.
MoTpebyeTca NOBTOPHOE NOAKOYEHME MO BblleyKa3aHHOW npoueaype 1 NOBTOPHLIM BBOL OaHHbIX.

HacTtpouka NK pna padotbl ¢ 1C duHaHcoBoe
nJaHUpPOBaHUeE

1. HacTpoka MeXceTeBOro 3KpaHa

Pa3pelunTb Ha MEXCETEBOM 3KpaHe Ballero nogpasgeneHns ncxogsline coeuHeHns K XocTy
rds.ciu.nstu.ru Ha ceTeson nopt HTTPS (TCP:443), a Takxxe UDP:3391.

MpuMep ons mexceTeBoro 3kpaHa Linux (iptables):

# iptables -A FORWARD -p tcp —d rds.ciu.nstu.ru —dport 443 -j ACCEPT
# iptables -A FORWARD -p udp —d rds.ciu.nstu.ru —dport 3391 -j ACCEPT
# iptables -A FORWARD —state RELATED,ESTABLISHED —s rds.ciu.nstu.ru -j
ACCEPT

Mpumep ons Mmexxceteroro 3kpaHa Windows 2008 R2 (Advanced Security Firewall):

netsh advfirewall firewall add rule name="Allow RDS (HTTPS-in)" dir=in
action=allow enable=yes protocol=tcp remoteip=217.71.131.244 remoteport=443
netsh advfirewall firewall add rule name="Allow RDS (HTTPS-out)" dir=out
action=allow enable=yes protocol=tcp remoteip=217.71.131.244 remoteport=443
netsh advfirewall firewall add rule name="Allow RDS (RDP-in)" dir=in
action=allow enable=yes protocol=udp remoteip=217.71.131.244 remoteport=3391
netsh advfirewall firewall add rule name="Allow RDS (RDP-out)" dir=out
action=allow enable=yes protocol=udp remoteip=217.71.131.244 remoteport=3391

2. HacTpomnka npokcu cepsepa

Ecnum onsa [oCcTyna B UHTEPHET UCMONb3YeTCs NPOKCU-CEPBEP, TO BNULLNTE UCK/OYEHME AN agpeca
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rds.ciu.nstu.ru.

Onsa atoro 3anante «MaHenb ynpaBneHus » — «CBoUCTBa bpaysepa » — «IMoAK/AOYEHUA ».
Mepenante B «<HacTponKa cetn » — «[JONOJIHUTENBbHO ». BNUWNTE NCKOYEHNE NCNONb3YA B
KayecTse pa3genutensa “;".
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3. YcTtaHoBKa cepTudukaToB OesonacHocTu ana pocryna K 1C
1. 3arpy3uTte gBa cepTudMKaTa U3 LLEHTPAJIbLHOIO XPaHUJIMLLLA NO CCbIJIKaM:

CepTudmkaTt kopHeBoro ueHTpa ceptugukaumnm (NSTU CORP Root Certification Authority):
corp.nstu.ru_RootCA.crt

CepTudukaT NOAYMHEHHOI O BbINUCHIBatOLWEro LeHTpa cepTudukauum (NSTU CORP SubCA SHA256):
corp.nstu.ru_SubCA.crt
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2. UmnopTupyute ceptucukaTtbl B XpaHUIULLLE NOKaJIbHOro KoMnbloTepa. OTKkpoute
KoMaHaHyo cTpokKy Windows (cmd) ot uMeHu AaMUHUCTpaTOpa, NpenauTe B Katanor ¢
3arpy>eHHbIMu pbannamu cepTudrKaToB U BbIMOJIHUTE CNepylolne KOMaHabl:

> certutil.exe -addstore Root corp.nstu.ru RootCA.crt
> certutil.exe -addstore CA corp.nstu.ru SubCA.crt
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