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Cuctema 1C: ®duHaHcoBoOe njaHUpoBaHue /
bry

lc@corp.nstu.ru - TexHU4yeckas NoagepKka
®ann nogknaoyeHns 1C
NHCTpyKUMs no nogknoyeHuto n paboTte ¢ cucrtemon

Cneumnannctamm OO0 «bnsHec Cuctembl» NOArOTOBIEHO PYKOBOACTBO NOJIb30BATESISI KOMMIEKCHOW
CUCTEMbI (PUHAHCOBO-X03ANCTBEHHOM AeATeNbHOCTU. OTBETCTBEHHbLIM COTPYyAHMKaM oT PO,
nonb3oBaTensiMm «1C. ®HaHCOBOE MJIAaHMPOBAHME» PEKOMEHOYETCA 03HAKOMUTLCA C Nogpa3aenamu
3.1.2 3aaBKK Ha 3akynky, 3.3.3 lNnaHnposaHue u 3.4.1 dakTu4yeckne gaHHble. JoKyMeHT
PacnoJiIoXKeH B KaTanore «3akKynku ToBapoB paboTt n ycnyr. ®PuHaHCOBOE NaHUPOBaHME» rNaBHOMN
CTpaHuLUbl BUHANOTEKN HOPMATUBHbLIX JOKYMEHTOB

NMopkniouyeHue K cucteme PUHAHCOBOrO
NJaHUPOBaHUA

1. CoxpaHuTb npuioxeHHsln RDP tann (1C-HI.RDP)
2. 3anyCcTUTb ero ABOWHbLIM LLENYKOM U B MOABUBLUEMCSH OKHE HaxaTb «[104KJII04YNTb>

& MoAKAYEHKE K yaneHHOMY pabouemy cTony “

Ll" He ynaertca onpesenims MSOATENS 3TOMD YAANSHHOr o nomcmoversan. Bul
¥/ XDTMTE YCTBHOBMTL MOAKMOYEHWE HECMOTPA Ha 310 Y

310 yoaneHHoe NoOOKMEoYEHUE MOXET HaHECTH BPE [ NOKAMSHOMY MMM YI3NSHHOMY KOMNBHOTEDY .
He nopniosaiiTecs, SCma MCTONHWE A3HHOMD NOMKMOYEHWA HEMSEECTEH MMM OHD HE
MCNONB30B83N0CEH PAHES.

‘_ MzpaTens: HeussecTHLE MSAaTENL
]

L Tun: Moaxkmouesite K yaaneHHoMy padoueny cTany

VaanenHoit komneoTep:  ciubuh0l comnsturn

Cepeep wniosa: rels ciu nstu

|_ E@ﬂbﬂe HE BelB0DATE 3ANPOC O NOSKMOHEHNRK K 3TOMY KOMNRKTERY

*  [oxasam nogpobHocTv Nogerowrts | [ Oimena |

3. Mpwn NoAKKYEHUN NCNOJIb30BaTh JaHHbIe OT eANHON YY4eTHOW 3anncu (noruHbl Buaa
damunus@corp.nstu.ru, 10rvH 1 Naposib OT KOPMOPATUBHOMN MOYTHI, IMYHOIO KabnHeTa)
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Ecnm nonbITKa NOAKJIOYEHMS 3aBepLUMIaCh HEeYAa4yHOo, TO CUCTEMHOMY aAMUHUCTPATopPy
nogpasgeneHns HeobxoamMMo BbINOJHUTL HACTPONKY OnepauUMoOHHON CUCTEMbI B COOTBETCTBUN
C HCTpYKUMen (cM. cTp. 2)

4. Ha paboyem cTone 3anyckaem «1C: MNpeanpuaTtme». B nossmeLuemMcs okHe «3anyck 1C:
MpeonpusaTue» Ha)xneaem KHornky «1C: Mpeanpusatue». BoibupaeM n3 cnncka amununio
nofib30BaTeNs 1 BBOAUM NpenocTaBfeHHbIN Bam Ha oby4veHmne naposb (1Mbo naposib, KOTOPbLIN
Bbl caMoCTOATENbHO N3MEHWAIN). B cyYyae ecam cucteMa NpocuT U3MEHUTL Maposib,
HeobX0AMMO BbIMONHUTL 3TY Npoueaypy.

5. OanbHenwas pabota B Cucteme hHaHCOBOIr0 NMJaHMPOBAHNA onncaHa B MeToamnyeckmx
pekoMeH4aumax.

6. B cny4yae BO3HMKHOBEHMA Npobaem C NOAKNOYEHMEM N fasibHenLwen paboThl B CUCTEME, a
Tak)Xe npu yTepe NornHa nam napons ot cuctemsl 1C, npocnm obpaliaThCa No 31EKTPOHHON
noyrte lc@corp.nstu.ru.

BHuMaHue! Ecnin B Te4eHne 0aHOro 4aca Bamu He 6b110 BbINOSIHEHO HY 0AHOrO Aenctens B 1C,
ceaHc paboTbl aBTOMaTMYECKM NpeKpaLLaeTcs. Bce He coxpaHeHHble fAaHHble ByayT noTepsHsbl.
MoTpebyeTcq NOBTOPHOE MOAKIOYEHME MO BbilLEYKa3aHHOW Npoueaype U NOBTOPHbLIN BBOA, AaHHbIX.

HacTtpouka NK ana padotbl ¢ 1C ®PuHaHcoBOE
naaHupoBaHue

1. HacTpoka MeXceTeBOoro 3KpaHa

Pa3pewnTb Ha MEXXCETEBOM JKpaHe Ballero noapasfeneHns NCXoALne COeANHEHNS K XOCTY
rds.ciu.nstu.ru Ha ceteson nopT HTTPS (TCP:443), a Takxe UDP:3391.

MNpumep onsa mexceteBoro akpaHa Linux (iptables):

# iptables -A FORWARD -p tcp —d rds.ciu.nstu.ru —dport 443 -j ACCEPT
# iptables -A FORWARD -p udp —d rds.ciu.nstu.ru —dport 3391 -j ACCEPT
# iptables -A FORWARD —state RELATED,ESTABLISHED —s rds.ciu.nstu.ru -j
ACCEPT

MNpumep onsa mexceteBoro akpaHa Windows 2008 R2 (Advanced Security Firewall):

netsh advfirewall firewall add rule name="Allow RDS (HTTPS-in)" dir=in
action=allow enable=yes protocol=tcp remoteip=217.71.131.244 remoteport=443
netsh advfirewall firewall add rule name="Allow RDS (HTTPS-out)" dir=out
action=allow enable=yes protocol=tcp remoteip=217.71.131.244 remoteport=443
netsh advfirewall firewall add rule name="Allow RDS (RDP-in)" dir=in
action=allow enable=yes protocol=udp remoteip=217.71.131.244 remoteport=3391
netsh advfirewall firewall add rule name="Allow RDS (RDP-out)" dir=out
action=allow enable=yes protocol=udp remoteip=217.71.131.244 remoteport=3391
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2. HacTpomnkKa npokcu cepsepa

Ecnm nns noctyna B MHTEPHET MCMOJIb3YeTCA NPOKCU-CEPBEP, TO BNULINTE NCK/OYEHNE AN1a apeca
rds.ciu.nstu.ru.

Ons sToro 3angute «MaHenb ynpaBneHnsa » — «CBoUcTBa bpaysepa » — «[logK/M0O4YeHHUA ».
Mepenante B «<HacTponKa cetn » — «[JONOJIHUTENbHO ». BNUwNTE NCKOYEHNE NCNONb3YA B
Ka4yecTBe pasgenutensa “;”.

‘A CeoiicTea: MHTepHET B E

Dhwme e ] KotduasHuHansHOCTE

|
q@ AnA YCTAHOEKH NOAKNHKYEHHA KOMMBHTEDS ¥CTaHOBHTE

1 MHTERHETY WENKHHTE 3Ty KHOMKY.

HacTpokika KoMy THRYEMOr 0 COBAHMHEHMA M BHDT Y anbHE0
YaCTHE CeTer

&l h NaparMeTpbl NpOKCY-CEPBEpPa E
AobaeuTs YPH... | —Cepeeps

k Tun AApET NpoKCH-CEpEEDa MopT
LY %
. - 1. HTTP: I adm.nstu.ru 3 I 030
LLenkHTe KHoMky "HacTpoika” AnA HAoT poFKk
MPOKCH-CEPEERa ANA 3TOMD MO K THIYEHHA, 2. . I T : I a0an
3. FTP: |'::" nsbu.ru . |8I38E|
4, Socks: I 3 I

W OanH Npoko-CEpEER ANA BCEX NPOTOKONCE

HacTpoRka napaMeTpoE NOKaNEHOH CeTH
MapaMETPE! NOKANEHOA CETH HE NPHMEHARITCA Bactposica cetm
ANA NOAKHHEHHA ¥ AaNEHHOrD A0CTyna. Ans —MocmoueHHA
HaCTDDﬁKM KOMMY THRWEMOr D COS4HHEHHSA
i HONONES0BATE H
A HacTpos 9

PACMOND#EHHYH) BhILLE, SIOE LT ST LT

— ABTOMATHUYSTK SR HaCTpOM

Urobbl MONONE30BaTE YCTE
OTKIHOUMTE BETOMATHHECK

o , | W asTomamieccoe onpe,
S Mones0eats
r sl Ly Ok, I OTHEHE |

~ MNons308aTh NPOKH-CEREED ANA NOKANEHER NOAKNHYEHHA (He
NPHMEHAETCA ANA KOMAY THRYEMED: MM YPR-NoAKnHYeHHi),

Ol | OTmeHa |

3. YcTaHoBKa cepTudmkaToB besonacHocTu ansa pocrtyna K 1C
1. 3arpy3uTte gBa cepTudmMKaTa U3 LLEHTPAJSIbHOIO XPaHUJIMLLLA NO CCbIJIKaM:

CepTudunkaTt KopHeBOro LeHTpa cepTudukauum (NSTU CORP Root Certification Authority):
corp.nstu.ru_RootCA.crt
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CepTudukaT NOAYNHEHHOI O BbINUCHIBatOLWEro LeHTpa cepTudukauunm (NSTU CORP SubCA SHA256):
corp.nstu.ru_SubCA.crt

2. UMnopTupyiTe ceptucdukaTthbl B XpaHUIMULLE JIOKANbHOIO KOMNbloTepa. OTKpouTe
KoMaHAHYlo cTpoky Windows (cmd) oT uMeHn AgGMUHUCTpaTOpa, NpeAanTe B KaTasor C
3arpy>xeHHoiMu annamm ceptudmUKaToB U BbINOJIHUTE CJieayloLMe KOMaHAabl:

> certutil.exe -addstore Root corp.nstu.ru RootCA.crt
> certutil.exe -addstore CA corp.nstu.ru SubCA.crt

From:
https://kb.nstu.ru/ - Basa 3HaHun HITY H3TU

Permanent link:
https://kb.nstu.ru/it:1c?rev=1721013642

Last update: 2024/07/15 10:20

ba3a 3HaHui HI'TY H3TW - https://kb.nstu.ru/


https://www.pki.corp.nstu.ru/ca/corp.nstu.ru_SubCA.crt
https://kb.nstu.ru/
https://kb.nstu.ru/it:1c?rev=1721013642

	Содержание
	Система 1С: Финансовое планирование / БГУ
	Подключение к системе финансового планирования
	Настройка ПК для работы с 1С Финансовое планирование
	1. Настройка межсетевого экрана
	2. Настройка прокси сервера
	3. Установка сертификатов безопасности для доступа к 1С
	1. Загрузите два сертификата из центрального хранилища по ссылкам:
	2. Импортируйте сертификаты в хранилище локального компьютера. Откройте командную строку Windows (cmd) от имени Администратора, прейдите в каталог с загруженными файлами сертификатов и выполните следующие команды:



