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Cuctema 1C: ®uHaHCOBOE NJaaHUpPOBaHUe /
bIry

lc@corp.nstu.ru - TexHM4Yeckaa nogoep>xka
®ann nogknatoveHms 1C
NHCTpyKuMs no nogknoveHuto n paboTte ¢ cucrtemon

i
;
;

Cneumnannctamm OO0 «bnsHec Cuctembl» NOArOTOBIEHO PYKOBOACTBO NOJIb30BATESISI KOMMIEKCHOW
CUCTEMbl (PUHAHCOBO-X03NCTBEHHON AeATENbHOCTU. OTBETCTBEHHBLIM COTPYAHMKaM oT OO,
nonb3oBaTtensm «1C. ®UHaAHCOBOE MNNaHMPOBaHME» PEKOMEHAYETCA 03HAaKOMUTLCS C NoApa3aesiamu
3.1.2 3aaBKW Ha 3akynky, 3.3.3 lNnaHnposaHue u 3.4.1 PakTu4yeckne gaHHble. JoKyMeHT
PacnoJIoXKEeH B KaTanore «3akKynku ToBapoB paboT n ycnyr. ®PuHaHCOBOE NiaHUPOBaHME» rNaBHOMN
CTpaHuLUbl BUHBANOTEKN HOPMATUBHbLIX JOKYMEHTOB

NMopkniouyeHue K cucteme (P MHaAHCOBOIO
NJAAHUPOBAHMUA

1. CoxpaHuTb NpuaoxeHHbin RDP tann (1C-®dunHaHcoBoe-naaHmpoBaHne.RDP)
2. 3anyCTUTb ero ABOWHbLIM LLENYKOM M B MOSBUBLUEMCSA OKHE HaXKaTb «[10AKI0YNTb»

oD MoaknouerHue K yaaneHHoMy pabouemy crtony “

er He ynaertcs onpefenits MSOATENS 3TOMD YAANSHHON O Nomcmovetsan. Bul
b mmmmrmmmam?

370 yoaneHHoe NoOOKMEOYEHUE MOXET HaBHECTH BPE 4 NOKAMSHOMY MMM Y I3NSHHOMY KOMNBHOTEDY .
He nopnio4aiiTecs, SCmia MCTONHIK A3HHOMD NODKMOYEHUA HEMSEECTEH MM OHD HE
HMCNONB30B83N0CEH PaHES.

‘_ WMspatens: Heussec bl nsgatens
- 4]
4 Tun: Moaxkmouese K yganeqHomy padouemy cTony
VaanenHbit komneoTep:  ciubuh0l com nstum

Cepeap wniosa: rels ciu st ru
[ ] Bonee He BeBOBTE 33NPOC 0 NOBKNIOSEHMRX K STOMY KOMMBIOTER)

*  [loxasam nogpobHocTv Mogenwumts | @ Omvena |
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3. Mpn NOAKYEHNN NCNOIb30BaTh JaHHbIE OT eANHON YY4eTHOW 3anncu (NornHbl Buaa
damunua@corp.nstu.ru, 10rvH 1 Napoab OT KOPNOPATUBHOMW NOYTHI, INYHOro KabrHeTa)
Ecniv nonblTKa NOA4KMOYEHNA 3aBepLIniach HeyJa4yHO, TO CUCTEMHOMY aAMUHUCTPATOPY
noapasfeneHns HeobxoAnMo BbINOJHUTL HACTPONKY OMepaLNoOHHON CUCTEMbI B COOTBETCTBUM
C UHCTpyKUMen (cm. cTp. 2)

4. Ha paboyem cTone 3anyckaem «1C: MNpeanpuaTtne». B nossmeLlLemMcs okHe «3anyck 1C:
MpennpuaTue» Haxusaem KHonky «1C: MNMpeanpustrue». Beilbrpaem 13 cnmucka pammnnio
nonb30BaTeNs U BBOAUM MpefocTaBfeHHbI Bam Ha obyyeHne naponb (nnbo naponb, KOTOPLIN
Bbl camocToATeNIbHO N3MeHUAN). B cnyyae ecam cuctemMa NPOCUT M3MEHUTb NapoJsib,
HeobXxo4MMO BbIMOSHUTL 3TY NpoLeaypy.

5. OanbHenwasa pabota B Cucteme pMHaAHCOBOro NiaHMPOBaHWA onncaHa B MeToan4eckmx
peKoMeHaauunsXx.

6. B cnyyae BO3HWKHOBeHMs Npobnem C NoAKI0YeHEeM U fanbHenwen paboTel B cuCTeEME, a
TakXXe nNpu yTepe IorMHa Wam naposs ot cuctembl 1C, npocum obpaliaTbCa No 31E€KTPOHHOM
noyrte lc@corp.nstu.ru.

BHuMaHue! Ec/in B Te4yeHue 04HOro Yaca Bamu He Ob1a10 BbINMOJIHEHO HU 0AHOro AencTems B 1C,
ceaHc paboTbl aBTOMATMYECKM NpeKpaLlaeTcs. Bce He coxpaHeHHble AaHHble ByayT NOTEpPSHbI.
MoTpebyeTca NOBTOPHOE NOAKAOYEHNE MO BbllUeyKa3aHHON npoueaype 1 NOBTOPHbLIM BBOA AaHHbIX.

HacTtpouka NK ana padotbl ¢ 1C ®PuHaHcoBOE
njaHupoBaHue

1. HacTpoka MeXceTeBOro 3KpaHa

Pa3pewnTb Ha ME)XCETEBOM 3KpaHe Ballero noapa3aeneHns NCXoAaLine COeANHEHNS K XOCTY
rds.ciu.nstu.ru Ha ceTeson nopt HTTPS (TCP:443), a Takxxe UDP:3391.

Mpumep ons Mexxceteoro 3kpaHa Linux (iptables):

# iptables -A FORWARD -p tcp —d rds.ciu.nstu.ru —dport 443 -j ACCEPT
# iptables -A FORWARD -p udp —d rds.ciu.nstu.ru —dport 3391 -j ACCEPT
# iptables -A FORWARD —state RELATED,ESTABLISHED —s rds.ciu.nstu.ru -j
ACCEPT

Mpumep onsa mexceteoro akpaHa Windows 2008 R2 (Advanced Security Firewall):

netsh advfirewall firewall add rule name="Allow RDS (HTTPS-in)" dir=in
action=allow enable=yes protocol=tcp remoteip=217.71.131.244 remoteport=443
netsh advfirewall firewall add rule name="Allow RDS (HTTPS-out)" dir=out
action=allow enable=yes protocol=tcp remoteip=217.71.131.244 remoteport=443
netsh advfirewall firewall add rule name="Allow RDS (RDP-in)" dir=in
action=allow enable=yes protocol=udp remoteip=217.71.131.244 remoteport=3391
netsh advfirewall firewall add rule name="Allow RDS (RDP-out)" dir=out
action=allow enable=yes protocol=udp remoteip=217.71.131.244 remoteport=3391
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2. HacTpomnkKa npokcu cepsepa

Ecnm nns noctyna B MHTEPHET MCMOJIb3YeTCA NPOKCU-CEPBEP, TO BNULINTE NCK/OYEHNE AN1a apeca
rds.ciu.nstu.ru.

Ons sToro 3angute «MaHenb ynpaBneHnsa » — «CBoUcTBa bpaysepa » — «[logK/M0O4YeHHUA ».
Mepenante B «<HacTponKa cetn » — «[JONOJIHUTENbHO ». BNUwNTE NCKOYEHNE NCNONb3YA B

w,.n

Ka4dyecTBe pasgenutensa -, .
‘A CeoiicTea: MHTepHET B E
Dhwme e ] KotduasHuHansHOCTE

|
q@ AnA YCTAHOEKH NOAKNHKYEHHA KOMMBHTEDS ¥CTaHOBHTE

1 MHTERHETY WENKHHTE 3Ty KHOMKY.

HacTpoiika KOomMmy THRYEMOr D COEBAHHEHMA M BMDTYANEHEX

YaCTHE CeTer
Aobasue... | h NaparMeTpbl NpOKCY-CEPBEpPa E
AobaeuTs YPH... | —Cepeeps

!_ Tun AApET NpoKCH-CEpEEDa MopT
\* %
. - 1. HTTP: I adm.nstu.ru 3 I 030
LLenkHTe KHoMky "HacTpoika” AnA HAoT poFKk
MPOKCH-CEPEERa ANA 3TOMD MO K THIYEHHA, 2. . I T : I a0an
3. FTP: |'::" nsbu.ru . |8I38E|
4, Socks: I 3 I

W OanH Npoko-CEpEER ANA BCEX NPOTOKONCE

Hac Tpofika NapaMeTPOE NOKANEHON CETH
MNapaMeTpel NOKanEHOHA CETH HE NPHMEHAKITCA Bactposica cetm
ANA NOAKAHINEHHA Y AANEHHDMD A0CTyna. Ana —MocmoueHHa
HACTPOFEM KOMMY THPYEMOrD COEAHMHEHHSA

vt Al | By HacTpoica napamepo
A HacTpos
PACMOND#EHHYH) BhILLE, = po

He MCnone308aTE NPOKCH-CEPEEP ANA SAPECOE,

Hnonb306ats
r sl Ly Ok, I OTHEHE |

~ HMnonb3083Th NPOKOH-CEPEED ANA NOKANGHLEX NOAKMHIYEHHA (He
NPHMEHAETCA ANA KOMAY THRYEMED: MM YPR-NoAKnHYeHHi),

Ol | OTmeHa |

3. YcTaHoBKa cepTudmkaToB besonacHocTu ansa pocrtyna K 1C
1. 3arpy3uTte gBa cepTudmMKaTa U3 LLEHTPAJSIbHOIO XPaHUJIMLLLA NO CCbIJIKaM:

CepTudunkaTt KopHeBOro LeHTpa cepTudukauum (NSTU CORP Root Certification Authority):
corp.nstu.ru_RootCA.crt
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CepTudukaT NOAYNHEHHOI O BbINUCHIBatOLWEro LeHTpa cepTudukauunm (NSTU CORP SubCA SHA256):
corp.nstu.ru_SubCA.crt

2. UMnopTupyiTe ceptucdukaTthbl B XpaHUIMULLE JIOKANbHOIO KOMNbloTepa. OTKpouTe
KoMaHAHYlo cTpoky Windows (cmd) oT uMeHn AgGMUHUCTpaTOpa, NpeAanTe B KaTasor C
3arpy>xeHHoiMu annamm ceptudmUKaToB U BbINOJIHUTE CJieayloLMe KOMaHAabl:

> certutil.exe -addstore Root corp.nstu.ru RootCA.crt
> certutil.exe -addstore CA corp.nstu.ru SubCA.crt
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