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Cuctema 1C: ®uHaHCOBOE NJIaHUPOBaHUE

lc@corp.nstu.ru - TexHU4YeCcKas noanepxKa
®ann nogkntoyeHns 1C
NHCTpyKUMS no nogknoveHuto n paboTte ¢ cucrtemon

@

Cneunannctamm 000 «busHec Cuctembl» NOLFOTOBIEHO PYKOBOACTBO M0JIb30BaTENA KOMMIEKCHON
CUCTEMbI (PUHAHCOBO-X03ANCTBEHHOM AeATeNbHOCTU. OTBETCTBEHHbLIM COTPYyAHMKaM oT PO,
nosib3oBatensm «1C. ®HaHCOBOE MJIaHMPOBaHME» PEKOMEHAYETCA 03HAaKOMUTLCSA C nofpa3fesiamu
3.1.2 3aaBKK Ha 3akynky, 3.3.3 MNnaHnposaHue u 3.4.1 dakTu4yeckne gaHHble. JokyMeHT
PacnoJsioXKeH B KaTasiore «3aKyrnku ToBapos paboT u ycnyr. PMHaHCOBOE NaaHUpoBaHUE» rlaBHOM
CTpaHuLubl 6UbNNoTEKN HOPMATUBHBIX LOKYMEHTOB

MopkniouyeHue K cucteme (PMHAHCOBOIO
NJaHUPOBAHUSA

1. CoxpaHuTb npunoxeHHbin RDP tann (1C-®uHaHcoBoe-nnaHnposaHue.RDP)
2. 3anyCcTuTb ero ABOWHbLIM LLENYKOM U B MOSABUBLUEMCS OKHE HaXKaTb «[10OKJII04YNTb>

T MoaknouerHne K yaaneHHoOMy pabouemy ctony “

U" He ynaertca onpeaenits MSOATENR 3TOMD YAANEHHON D Nomcmovetmn . Bol
_*/ XDTATE YCTAHOEMTE NOMKNIOYEHME HECMOTPRA Ha 3107

310 YoaneHHoe NoOKMOYEHNE MOXET HBHECTH BPEL NOKAMLHOMY MMM YISNSHHOMY KOMNLIOTEDY .
He nomcniosaifiTecs, SCNM MCTONHMK J3HHOMD NOSKNKSEHWR HEMIBECTEH UM OHO HE
WCNONEZ0B3N0CE PaHeS.

._ Mzpatens: HeuzsecTHLES MzgaTens
=LA
L Tun: Moakmousside K yaanesHomMy pabouemy cTony
YaanenHbit komnesoTep:  ciubuh0l comnstumn

Cepeep wnwsa: rds.ciunstuu
[ ] Bomsie He BeIBOMMTL 33NPOC O NOBKNIOSEHIRX K ITOMY KOMMbIOTER)

* [losasam nogpofHoc [Nomc oy s

3. Mpwn NOAKAYEHUM UCNOIb30BaTh JaHHbIE OT eANHON YY4EeTHOM 3anncu (NornHbl Buaa
damunua@corp.nstu.ru, 10rvH 1 Napoab OT KOPNOPATUBHOM NOYTHI, INYHOro KabrnHeTa)
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Ecnm nonbITKa NOAKJIOYEHMS 3aBepLUMIaCh HEeYAa4yHOo, TO CUCTEMHOMY aAMUHUCTPATopPy
nogpasgeneHns HeobxoamMMo BbINOJHUTL HACTPONKY OnepauUMoOHHON CUCTEMbI B COOTBETCTBUN
C HCTpYKUMen (cM. cTp. 2)

4. Ha paboyem cTone 3anyckaem «1C: MNpeanpuaTtme». B nossmeLuemMcs okHe «3anyck 1C:
MpeonpusaTue» Ha)xneaem KHornky «1C: Mpeanpusatue». BoibupaeM n3 cnncka amununio
nofib30BaTeNs 1 BBOAUM NpenocTaBfeHHbIN Bam Ha oby4veHmne naposb (1Mbo naposib, KOTOPbLIN
Bbl caMoCTOATENbHO N3MEHWAIN). B cyYyae ecam cucteMa NpocuT U3MEHUTL Maposib,
HeobX0AMMO BbIMONHUTL 3TY Npoueaypy.

5. OanbHenwas pabota B Cucteme hHaHCOBOIr0 NMJaHMPOBAHNA onncaHa B MeToamnyeckmx
pekoMeH4aumax.

6. B cny4yae BO3HMKHOBEHMA Npobaem C NOAKNOYEHMEM N fasibHenLwen paboThl B CUCTEME, a
Tak)Xe npu yTepe NornHa nam napons ot cuctemsl 1C, npocnm obpaliaThCa No 31EKTPOHHON
noyrte lc@corp.nstu.ru.

BHuMaHue! Ecnin B Te4eHne 0aHOro 4aca Bamu He 6b110 BbINOSIHEHO HY 0AHOrO Aenctens B 1C,
ceaHc paboTbl aBTOMaTMYECKM NpeKpaLLaeTcs. Bce He coxpaHeHHble fAaHHble ByayT noTepsHsbl.
MoTpebyeTcq NOBTOPHOE MOAKIOYEHME MO BbilLEYKa3aHHOW Npoueaype U NOBTOPHbLIN BBOA, AaHHbIX.

HacTtpouka NK ana padotbl ¢ 1C ®PuHaHcoBOE
naaHupoBaHue

1. HacTpoka MeXceTeBOoro 3KpaHa

Pa3pewnTb Ha MEXXCETEBOM JKpaHe Ballero noapasfeneHns NCXoALne COeANHEHNS K XOCTY
rds.ciu.nstu.ru Ha ceteson nopT HTTPS (TCP:443), a Takxe UDP:3391.

MNpumep onsa mexceteBoro akpaHa Linux (iptables):

# iptables -A FORWARD -p tcp —d rds.ciu.nstu.ru —dport 443 -j ACCEPT
# iptables -A FORWARD -p udp —d rds.ciu.nstu.ru —dport 3391 -j ACCEPT
# iptables -A FORWARD —state RELATED,ESTABLISHED —s rds.ciu.nstu.ru -j
ACCEPT

MNpumep onsa mexceteBoro akpaHa Windows 2008 R2 (Advanced Security Firewall):

netsh advfirewall firewall add rule name="Allow RDS (HTTPS-in)" dir=in
action=allow enable=yes protocol=tcp remoteip=217.71.131.244 remoteport=443
netsh advfirewall firewall add rule name="Allow RDS (HTTPS-out)" dir=out
action=allow enable=yes protocol=tcp remoteip=217.71.131.244 remoteport=443
netsh advfirewall firewall add rule name="Allow RDS (RDP-in)" dir=in
action=allow enable=yes protocol=udp remoteip=217.71.131.244 remoteport=3391
netsh advfirewall firewall add rule name="Allow RDS (RDP-out)" dir=out
action=allow enable=yes protocol=udp remoteip=217.71.131.244 remoteport=3391
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2. HacTpomnkKa npokcu cepsepa

Ecnu ons poctyna B MHTEPHET UCMOJIb3yeTCs NPOKCU-CEPBEP, TO BMULINTE UCK/OYEHNE ANS aapeca
rds.ciu.nstu.ru.

Ons sToro 3angute «MaHenb ynpaBneHnsa » — «CBoUcTBa bpaysepa » — «[logK/M0O4YeHHUA ».
Mepenante B «<HacTponKa cetn » — «[JONOJIHUTENbHO ». BNUwNTE NCKOYEHNE NCNONb3YA B
Ka4yecTBe pasgenutensa “;”.

‘A CeoiicTea: MHTepHET B E

Dhwme e ] KotduasHuHansHOCTE

|
q\@ AnA YCTAHOEKH NOAKNHKYEHHA KOMMBHTEDS ¥CTaHOBHTE

1 MHTERHETY WENKHHTE 3Ty KHOMKY.

HacTpokika KoMy THRYEMOr 0 COBAHMHEHMA M BHDT Y anbHE0
YaCTHE CeTer

Aobasue... | ﬁ NaparMeTpbl NpOKCY-CEPBEpPa E
AobaeuTs YPH... | —Cepeeps

!_ Tun AApET NpoKCH-CEpEEDa MopT
\* %
. - 1. HTTP: I adm.nstu.ru 3 I 030
LLenkHTe KHoMky "HacTpoika” AnA HAoT poFKk
MPOKCH-CEPEERa ANA 3TOMD MO K THIYEHHA, 2. . I T : I a0an
3. FTP: | adm.nstw. ru . |8I38E|
4, Socks: I 3 I

W OanH Npoko-CEpEER ANA BCEX NPOTOKONCE

HacTpoRka napaMeTpoE NOKaNEHOH CeTH
MapaMETPE! NOKANEHOA CETH HE NPHMEHARITCA Bactposica cetm
ANA NOAKHHEHHA ¥ AaNEHHOrD A0CTyna. Ans —MocmoueHHA
HaCTDDﬁKM KOMMY THRWEMOr D CoS4HHEHHSA
i HONONES0BATE H
A HacTpos 9

PACMOND#EHHYH) BhILLE, SIOE LT ST LT

— ABTOMATHUYSTK SR HaCTpOM

Urobbl MONONE30BaTE YCTE
OTKIHOUMTE BETOMATHHECK

- , | W asTomamieccoe onpe,
S Mones0eats
r sl Ly Ok, I OTHEHE |

~ MNons308aTh NPOKH-CEREED ANA NOKANEHER NOAKNHYEHHA (He
NDMMEHAETCA ANA KOMMY THDYEMbDC MM YPIH-NoAKnHyeHniA),

Ol | OTmeHa |

3. YcTtaHoBKa cepTudmMKaToB 6@30nacHOCTM ANA A0CTyNa K NPUJIOXKEHUAM
RemoteApp

1. 3arpys3uTe aBa cepTudukKaTa U3 LLEeHTPaJIbHOrO XPaHUJIULLA NO CCbIJIKaM:

CepTudmkaTt KopHeBoro ueHTpa ceptudukaumnm (NSTU CORP Root Certification Authority):
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corp.nstu.ru_RootCA.crt
CepTudmkaT NOAYMHEHHOI O BbINUCHIBatOLWLEro LeHTpa cepTudukaumnm (NSTU CORP SubCA SHA256):

corp.nstu.ru_SubCA.crt

2. UmnopTupyute ceptucukaTtbl B XpaHUIULLE NOKaJIbHOro KoMnbloTepa. OTKkpoute
KoMaHaHylo cTpokKy Windows (cmd) ot uMeHu AaMUHUCTpaTOpa, NpenauTe B KaTanor ¢
3arpy>eHHbIMu pannamu cepTudMKaToB U BbIMOJIHUTE CNepylolne KOMaHabl:

> certutil.exe -addstore Root corp.nstu.ru RCA.crt
> certutil.exe -addstore CA corp.nstu.ru SubCAl.crt
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