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Cuctema 1C: ®uHaHcoBOe NJIaHUPOBaHUE

lc@corp.nstu.ru - TexHNU4YecKas Noaaep)xKa
®ann nogknoyeHns 1C
NHCTpyKUMSs no noaknoveHnto n paboTte ¢ cucrtemon

Cneumanuctamm OO0 «busHec Cuctembl» NOArOTOBNEHO PYKOBOLACTBO MOJIb30BaTEsA KOMMJIEKCHOM
CUCTEMbI (PUHAHCOBO-X03ANCTBEHHON AeATeNbHOCTU. OTBETCTBEHHbLIM COTPYyAHMKaM oT PO,
nonb3osatensaMm «1C. dHaHCOBOE MJIaHMPOBaHME» PEKOMEHOYETCA 03HaKOMUTLCA C nogpasfenaMu
3.1.2 3aaBKK Ha 3akynky, 3.3.3 MNnaHnposaHue u 3.4.1 PakTu4yeckne faHHble. JokyMeHT
PacnoJsioXKeH B KaTasiore «3aKyrnku ToBapos paboT u ycnyr. PMHaHCOBOE NaaHUpOBaHUE» MaBHOM
CTpaHuubl GubMoTEKN HOPMATUBHbLIX JOKYMEHTOB

MopknioyeHue K cucteme (O MHAHCOBOIO
NJIAHUPOBAHMUSA

1. CoxpaHuTb npunoxeHHbin RDP tann (1C-®duHaHcoBoe-naaHnposaHue.RDP)
2. 3anyCcTuTb ero ABOWHbLIM LLENYKOM U B MOSBUBLUEMCS OKHE HaXKaTb «[10OKJII04YNTb>»

S MoaknoueHne K yaaneHHOMy pabouemy ctony “

kr He yaaetca onpeaemnis Msgarens 3Toro yaaneHHoro nomcmovermn . B
# /) ¥DTWTE YCTEHOEMTL NOMKMIOYEHWE HECMOTPR Ha 5T07

1o YoaneHHoE NOOKMOYEHNE MOXET HBHECTH BPEL NOKAMHOMY MM YISNEHHOMY KOMNLIOTEDY .
He nogrniosaiTecs, SCMM MCTONHMK [EHHOMD NOMKN4EHWR HEMSBECTEH WK OHO HE
WCNONE30B83N0CE PaHES.

._ WMznatens: HeussecTHESA MsaaTens
o ol
L Tun: Moaxkmousside K yaanesHomMy pabouemy cTony
VYoanexHsa komneoTep:  ciubuh(l com nstur

Cepeep wnwosa: rds.ciunstuu

|_ Bonse He BEIB0EATE 33NPOC O NOMKMOYEHWAX K 3TOMY KOMMBOTEDY

* [lowaszam nogpofHocm MNom oy Ts

3. Mpn NOAKOYEHUM NCMOSIb30BaTb AaHHbIe OT efnHomn yquH0|7| 3anucy (NornHel BUAa
d)aMunml@corp.nstu.ru, JIOTMH 1 NapoJib OT KOpI'IOpaTVIBHOIh MOYTbI, INYHOrO KabnHeTa)
Ecnn nonbiTka NOAKIOYEHNA 3aBepLUniaCb Heyga4yHo, TO CUCTEMHOMY aAMUHUCTPaTOPY
noapasgeneHuna HeobX0AMMO BbIMOJIHUTL HaCTpOI7IKy Ol'lepaLl,I/IOHHOI7I CNCTEMbI B COOTBETCTBUN
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C UHCTpyKLUMen (cMm. cTp. 2)

4. Ha pabo4yem cTone 3anyckaem «1C: MNpepnpuaTtme». B nossumeLluemMcs okHe «3anyck 1C:
MpeanpuaTue» Haxxusaem KHonky «1C: NMpeanpustrne». Boilbnpaem n3 cnmucka pammnanto
nosb30BaTeNs U BBOAUM NPefoCTaB/IeHHbIN Bam Ha oby4veHune naposb (nmbo naponb, KOTOPbLIN
Bbl caMoCTOATENbHO N3MeHWIN). B cilyvyae ecnm cucteMa NpocuT N3MEHUTL Maposib,
HeobXxo4UMO BbINOSIHUTL 3TY NpoLUeaypy.

5. JanbHenwas pabota B Cucteme (hHaHCOBOr0 NMJaHMPOBaHUA onncaHa B MeToamnm4yeckmx
pekomMeHgaumax.

6. B cnyvyae BO3HWKHOBEHUS Npobnem C NOAKAOYEHNEM U fanbHenwen paboTel B cucteme, a
TaKXxe npu yTepe normHa nay naponsa ot cuctemsl 1C, npocum obpallaTbCs NO 3NEKTPOHHON
noyte lc@corp.nstu.ru.

BHuMaHue! Ecin B TeyeHme ogHOro Yaca Bamu He 6b110 BbINMOJHEHO HU 0AHOrO AencTems B 1C,
ceaHc paboTbl aBTOMaTMYECKM NpeKpaLlaeTcs. Bce He coxpaHeHHble AaHHble ByayT NOTepsHbI.
MoTpebyeTca NOBTOPHOE NOAKOYEHME MO BblleyKa3aHHOW npoueaype 1 NOBTOPHLIM BBOL OaHHbIX.

HacTtpouka NK pna padotbl ¢ 1C duHaHcoBoe
nJaHUpPOBaHUeE

1. HacTpoka MeXceTeBOro 3KpaHa

Pa3pelunTb Ha MEXCETEBOM 3KpaHe Ballero nogpasgeneHns ncxogsline coeuHeHns K XocTy
rds.ciu.nstu.ru Ha ceTeson nopt HTTPS (TCP:443), a Takxxe UDP:3391.

MpuMep ons mexceTeBoro 3kpaHa Linux (iptables):

# iptables -A FORWARD -p tcp —d rds.ciu.nstu.ru —dport 443 -j ACCEPT
# iptables -A FORWARD -p udp —d rds.ciu.nstu.ru —dport 3391 -j ACCEPT
# iptables -A FORWARD —state RELATED,ESTABLISHED —s rds.ciu.nstu.ru -j
ACCEPT

Mpumep ons Mmexxceteroro 3kpaHa Windows 2008 R2 (Advanced Security Firewall):

netsh advfirewall firewall add rule name="Allow RDS (HTTPS-in)" dir=in
action=allow enable=yes protocol=tcp remoteip=217.71.131.244 remoteport=443
netsh advfirewall firewall add rule name="Allow RDS (HTTPS-out)" dir=out
action=allow enable=yes protocol=tcp remoteip=217.71.131.244 remoteport=443
netsh advfirewall firewall add rule name="Allow RDS (RDP-in)" dir=in
action=allow enable=yes protocol=udp remoteip=217.71.131.244 remoteport=3391
netsh advfirewall firewall add rule name="Allow RDS (RDP-out)" dir=out
action=allow enable=yes protocol=udp remoteip=217.71.131.244 remoteport=3391

2. HacTpomnka npokcu cepsepa

Ecnn ona noctyna B UHTEPHET UCMONIb3YeTCs MPOKCU-CEPBEP, TO BNULINTE UCK/OYEHME ANd agpeca

ba3a 3HaHui HI'TY H3TW - https://kb.nstu.ru/


mailto:1c@corp.nstu.ru

2026/09/17 06:04 4/5

Cnctema 1C: ®uHaHCoBOe niaHuposBaHue u bry

rds.ciu.nstu.ru.

Insa storo 3anaute «fMaHens ynpasnexwns » — «CBoHcTBa bpaysepa » — «[MogKAI04EeHNS ».
Nepenaute B «<HacTpoika ceTu » — «[JONOJHUTENIbHO ». Bnnwnte NCKNOYEHNE UCMONb3YS B

KayecTse pa3genutensa “;".

:& CBOHCTEA: VHTEPHET

el SRS, I

K MHTEPHETY LWENKHHTE 3Ty KHOMKY.

HacTpoiica oMMy THRYEMOr 0 COBAHHEHMA H BHDTYANEHEX

YarTHE CeTer

LUEnKHHTE KHOMKY "HacTpoMka” AnA HACTPOFKH
NPOKCH-CEPEEPa ANA 3TOMD NOAKAKHEHHS,

HacTpofika NapaMeTPOE NOKaNEHOH CaTH

MNapaMeTpRl NOKANEHOM CETH HE MPHMEHARITCA |
ANA NOAENHCHEHHA Y AANEHHOMD A0CTYNE. Ana
'hl-lal:rpm"lm napamMeTpo

— ABTOMATHUSCKaA HACTPOH

HaCTPOHEM KOMMY THPYEMOr O COBAMHEHHS
LLENKHHTE KHOMEY "HacTpofika”,
PECMONOMHEHHYHD BhILLE,

KotdHasHIHANEHOCTE

AnA ¥CTaHOBKH NOAKNHYEHHA KOMIBHTEDS ¥CTaHOBHTL |

x|

3

AononHHTEeN:HD

YTobbl HCNONL30BETE YCTE
OTKIHOUMTE SETOMATHHEDK

h MNapameTpbl NPOKCH-CEPBEpa E3
~ Cepeepnl
!_ Tun Aapec npokcv-cepeepa MopT
\* %
1. HTTP: Iadm.nstu.ru : |8I38EI
2. Sequre: Iadm.nstu.ru : ISUSD
3. FTP: Iadm.nstu.ru : ISUBD
4. Sodcks: I ' I

¥ OamH NpoKcH-CEPEER ANA BIEX NPOTOKONOE

He Monone30EaTE NPOKCH-CEPEEP ANA 3APECOE,

o]

CTreHa |

3. YcTaHoBKa cepTudMKaTOB O€30NacHOCTU ANA JOCTYNa K NPUIOKEHUAM

RemoteApp

1. 3arpys3uTe aBa cepTuduKaTa U3 LLEHTPaJIbHOrO XPaHUJIULLA NO CCbIJIKaM:

https://www.pki.corp.nstu.ru/ca/corp.nstu.ru_RootCA.crt
https://www.pki.corp.nstu.ru/ca/corp.nstu.ru_SubCA.crt
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2. UmnopTupyute ceptucukaTtbl B XpaHUIULLLE NOKaJIbHOro KoMnbloTepa. OTKkpoute
KoMaHaHyo cTpokKy Windows (cmd) ot uMeHu AaMUHUCTpaTOpa, NpenauTe B Katanor ¢
3arpy>eHHbIMu pbannamu cepTudrKaToB U BbIMOJIHUTE CNepylolne KOMaHabl:

> certutil.exe -addstore Root corp.nstu.ru RCA.crt
> certutil.exe -addstore CA corp.nstu.ru SubCAl.crt
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